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pfSense is a powerful, Dual Stack (IPv4 + IPv6) open source firewall/router for x86 platforms. You can 

install it on a variety of platforms, including VirtualBox for building virtual multi subnet networks. It can 

function as a fully operational dual stack router, but it has sophisticated controls over traffic flows, so it 

is also a firewall. 

Free documentation is available online at https://doc.pfsense.org/index.php/Main_Page 

Features (from website) 

 Firewall with stateful packet inspection 

 Easy to use Web Based Graphical Interface 

 Installation Setup Wizard 

 Configurable Dashboard with many available widgets 

 IPv4 and IPv6 support 

 Wireless Access Point (must install a wireless interface which supports hostap mode), 
including VAP/MBSS support on certain chips. 

 Wireless Client Support (802.11 and 3G/4G with supported devices) 

 Ability to setup and filter/isolate multiple interfaces (LAN, DMZ, etc.) 

 Traffic Shaping (ALTQ, Limiters, 802.1p match/set, DiffServ/DSCP matching) 

 State Table controls (per-rule / per-host limits, timers, etc.) 

 NAT (Port Forwards, 1:1 NAT, Outbound NAT, NPt) 

 Redundancy/High Availability - CARP+pfsync+XMLRPC Config sync allows for hardware 
failover. Two or more firewalls can be configured as a failover cluster. 

 Multi-WAN Support 

 Server Inbound Load Balancing 

 Network diagnostic utilities such as ping, traceroute, port tests via the GUI (more with packages, 
such as nmap) 

 VPN - IPsec (including Phase 2 NAT), OpenVPN, L2TP 

 PPPoE Server 

 RRD Graphs 

 Real-time interface traffic graphs 

 Dynamic DNS 

 Captive Portal 

 DHCP Server and Relay (IPv4 and IPv6) 

 Command line shell access (Via console and SSH) 

 Wake on LAN 

 Built in packet capture / sniffer 

 Ability to backup and restore the firewall configuration via the web GUI 

 Edit files via the web GUI 

 Virtual interfaces for VLAN, LAGG/LACP, GIF*, GRE, PPPoE/PPTP/L2TP/PPP WANs, QinQ, 
and Bridges 

 Caching DNS Forwarder/Resolver 

https://doc.pfsense.org/index.php/Main_Page
https://doc.pfsense.org/index.php?title=Category:3G/4G&action=edit&redlink=1


 Can be run in many virtualization environments 

 Proxy Server (using packages) 

 

* the support for GIF pseudo interfaces includes 6in4 tunneling from Hurricane Electric, which requires a 

public IPv4 address on the WAN interface. 

You download the pfSense Community Edition installer at https://www.pfsense.org/download/ 

 

Select Architecture (AMD64 for “Intel 64” CPUs, i386 for Intel X86 CPUs). 

Select Platform (CD Image ISO to install on most hardware or VirtualBox deployments) 

Select Mirror (closest to you). 

Click Download 

You should get file pfSense-CE-2.3.4-RELEASE-amd64.iso.gz size = 313,175 KB 

Extract the uncompressed ISO image (e.g. using WinRAR) 

You should get file pfSense-CE-2.3.4-RELEASE-amd64.iso, size = 641,828 KB 

Use as is for VirtualBox, burn to CDROM or DVD for install on hardware platforms. You can also load the 

ISO image onto a bootable USB thumb drive if your platform can boot from USB. Download the “USB 

Memstick Installer” image file (pfSense-CE-memstick-2.3.4-RELEASE-amd64.img, size = 693,256 KB). 

 

https://www.pfsense.org/download/


 

Then use rufus to load it onto a USB thumb drive as a DD image – see https://rufus.akeo.ie/ 

For hardware platforms, almost any x86 or x64 machine will work, but it will require at least two NICs 

(ideally gigabit Ethernet) supported by FreeBSD (e.g. Intel). You may need a video interface and 

keyboard during install (or possibly a serial terminal), but once installed, it can run “headless” (no 

VGA/keyboard). All management is done with web via the LAN (or WAN) network interface. 

 

 

 

 

 

  

 


