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We will install the FreeBSD 10.3 Open Source OS in VirtualBox. The steps are a little different if you are 

installing on a hardware platform, but the differences should be obvious. We will configure both IPv4 

and IPv6 networking. This assumes that your network supports both. 

Download a copy of the FreeBSD 10.3 installer ISO. One source is https://www.freebsd.org/where.html. 

Look for “FreeBSD 1.3-Stable”. For a 32 bit (x86) version, choose “i386” image. For “Intel64” CPUs 

(“x64”), choose “amd64” image. There may be issues with Virtual Box running 64 bit images on some 

machines (google for solutions if you run into this). There are a number of installer images available. I 

recommend FreeBSD-10.3-STABLE-amd64-20170602-r319484-disc1.iso. Virtual Box can load directly 

from this file. If installing on a physical machine, you may need to burn this to a DVD (dual layer 

needed), or you can create a bootable thumb drive if your PC supports boot from USB (google for how 

to do this). 

Start VirtualBox: 

 

  

https://www.freebsd.org/where.html
https://download.freebsd.org/ftp/snapshots/amd64/amd64/ISO-IMAGES/10.3/FreeBSD-10.3-STABLE-amd64-20170602-r319484-disc1.iso


Click on the “New” button near upper left corner (blue gearwheel): 

 

Enter the name for your virtual machine. The “Type” should be “BSD” and the “Version” should be 

“FreebSD (64-bit)”. Click Next. 

  



 

Select memory size. 2 GB (2048 MB) is sufficient for most purposes. Click Next button. 

 

Select Create a virtual hard disk now (default). Click Create button. 



 

Select VDI (VirtualBox Disk Image). VDI images are easy to resize later if needed. Click Next.  

http://derekmolloy.ie/resize-a-virtualbox-disk/


 

Choose Dynamically allocated. Click Next button. 



 

Use the default name for the virtual disk image (it will be FreeBSD 10.3 AMD64.vdi). Choose a size. For 

most purposes, the default (16GB) is fine. Click Create button. This will end the Create Virtual Machine 

wizard.  

  



Your new virtual machine will appear in the list of VMs: 

 

  



With your new VM highlighted, click Settings (the orange gear wheel): 

 

  



Select Network in the left column. 

 

We will only configure one virtual NIC for now (you can create more later).  

We will bridge it to the host computer’s NIC. You can create virtual subnets later and connect VMs to 

them. For now, we will be connecting to the real world (bridge to the host computer’s network). 

Adapter 1 should be enabled by default. Select attachment method as “Bridged Adapter”, and choose 

which host NIC to connect to (if your host machine has multiple NICs). 

If you click the Advanced label, you can select the virtual NIC types. The default is Intel Pro/1000 MT 

Desktop (82540EM), which is fine for now. You can also set (or select a random) MAC address here. For 

now, there is no need to modify the advanced settings. 

  



Now click the Storage option in the left column: 

 

By default there are two drives – the virtual HDD and a virtual optical (DVD) drive (currently empty).  

We need to mount the FreeBSD install ISO image on the virtual optical drive.  

 Click the CD image (to bring up the optical drive attributes) 

 Click on the CD image after the “IDE Secondary Master” and click Choose Virtual Optical Disk 

File… 

 Locate the ISO image you downloaded before and click Open. 



 

The DVD image file should now appear as mounted on the virtual optical drive: 

 

Click OK button to dismiss the Settings dialog. 



Double click on the new VM in the left column of VirtualBox Manager. This will “power on” the VM and 

boot it from the mounted virtual DVD image: 

 

In a few seconds, it will autoboot, and soon the following screen will appear: 

  



Welcome 

 

The Install option is selected by default. Click the Enter key to accept it and continue. 

  



Keymap Selection 

 

Accept the default keymap unless you are using some unusual keyboard. Press the Enter key to accept 

that and continue. 

  



Set Hostname 

 

Enter a hostname (including domain if appropriate), and press the Enter key to continue. 

  



Distribution Select 

 

Use the up and rootdown arrow keys (to select item) and the space bar (to toggle selection), and choose 

only the lib32 and src components. Press the Enter key to continue. 

  



Partitioning 

 

Unless you are experienced with FreeBSD, choose Auto (UFS) Guided Disk Setup (default choice). Press 

the Enter key to continue. 

  



Partition 

 

On a virtual drive, you normally would use the entire drive image. On a physical system, you might want 

to share the drive with other operating systems. There is a lot of information online on how to do this. 

For now, press the Enter key to accept the default (Entire Disk). 

  



Partition Scheme 

 

Press the Enter key to accept the default option (GPT). 

  



Partition Editor 

 

The default settings are acceptable for most purposes. Press the Enter key to accept them by selecting 

the Finish option. 

  



Confirmation 

 

Read the warning. This is a newly created virtual drive, so there is no danger of losing any data. Press the 

Enter key to accept the default option (Commit).  

  



Archive Extraction 

 

The FreeBSD installer will load files onto the new virtual disk for a few minutes. 

  



Root Password 

 

Enter a good password for the root user, followed by Enter. It will not echo. Retype it, followed by Enter. 

Assuming you entered an acceptable password, and retyped it correctly, the installer will continue with 

network configuration. 

  



Network Configuration 

 

The default Intel virtual NIC will appear as NIC type em. The first one (in this case only one) will be em0.  

Press the Enter key to begin configuration. 

  



Network Configuration 

 

Press the Enter key to accept the default option (Yes).  

  



Network Configuration (IPv4) 

 

For now, use DHCPv4 to obtain a random private IPv4 node address, along with valid default gateway, 

IPv4 addresses of DNS server, etc. Later we will do manual IPv4 configuration to assign a static address. 

Press the Enter key to accept the default (Yes). It will take a few seconds to acquire a DHCPv4 lease. 

 

  



Network Configuration (IPv6) 

 

We do want to configure IPv6, so press the Enter key to accept the default (Yes). If you are deploying in a 

network no IPv6 support, choose No.  

  



Network Configuration (IPv6) 

 

For now, we will allow configuration of global IPv6 addresses with SLAAC (StateLess Address 

AutoConfiguration). This will have the node autonomously configure one or more global IPv6 node 

addresses in the subnet specified in the Router Advertisement messages from the subnet router. It will 

also discover the default gateway address, and possibly configure IPv6 addresses of DNS. Later we will 

do manual network configuration to assign a static global IPv6 address. 

Press Enter to accept the default (Yes) 

It will show “Sending Router Solicitation Message” (which requests a Router Advertisement message 

from the subnet router).  

  



Network Configuration (IPv6) 

 

This page shows the obtained and configured network information for IPv6. If your router is sending 

IPv6 DNS addresses in the RA messages, they will appear here. It will also show the IPv4 addresses of 

DNS from the previous steps. 

Press the Tab key to select <OK> and then press the Enter key to accept it. 

  



Time and Date Settings 

 

Press the Tab key to select <No> (assuming your PC is using local time). Press the Enter key to accept this 

and continue. 

 

 

 

 

 

  



Time Zone Selector 

 

Use the up/down arrow keys to select your region. Press the Enter key to accept the selection. 

  



Time Zone Selector (country within region) 

 

Use the up/down arrow keys to select your country within the selected region. Press the Enter key to 

accept the selected country. 

  



Confirmation 

 

It will show the selected timezone as hours GMT (or UTC) – here +08 means GMT +08:00. Assuming this 

looks right, press the Enter key to accept it. 

  



System Configuration 

 

Use the up/down arrow keys (select item) and space bar (toggle item choice) for desired options. If you 

are going to install the GUI (Xwindow / Gnome), include moused. If there is an NTP (Network Time 

Protocol) server in your network, include ntpd. The sshd option is a server that supports ssh (secure 

shell) and scp (secure copy). Recommended. 

Once all items are chosen, press the Enter key to accept the choices. 

  



Add User Accounts 

 

Currently only the root user exists. We would like to add an admin account and use that instead of the 

root account (which has too much power). When we need root privilege, we will either su to root, or use 

sudo (“do following command with root privilege”). So, we will now create the admin user and add them 

to the wheel user group (which enables sudo for them). 

So, press the Enter key to accept the default choice (Yes). 



 

Answer the presented questions to create the admin account.  

Username: admin  
Full name: System Administrator  
Uid: <Enter> for default [next available]  
Login group: admin  
Invite into other groups: wheel (for use with sudo)  
Login class: <Enter> for default  
Shell: <Enter> for default [sh]  
Home directory: <Enter> for default [/home/admin]  
Home directory permissions: <Enter> for default  
Use password authentication? <Enter> for default [yes]  
Use an empty password? <Enter> for default [no]  
Use a random password? <Enter> for default [no]  
Enter password: (enter admin’s password then press <Enter>, chars will not echo)  
Enter password again: (enter admin’s password again then press <Enter>, chars will not echo)  
Lock out the account? <Enter> for default [no]  
OK? (yes/no): yes  
Add another user? (yes/no) no   



It will then summarize the new account info and ask if you want to create this account. Enter the word 

“yes” and then press the Enter key. We don’t want to create any other users, so respond No to “Add 

another user?”. 

 

  



Final Configuration 

 

The basic installation is done, so press the Enter key to continue. 

  



Manual Configuration 

 

No manual configuration is required at this point. Press the Enter key to accept the default option (No). 

  



 

Reboot 

 

Press the Enter key to accept the default option (Reboot). Use the VirtualBox Devices / Optical Drives  

menu item to dismount the installation virtual DVD (or else installation will begin all over again). 

 



 

Allow the new OS to boot (don’t press anything). 

After a few minutes with boot messages flying past, it will ask you to login. 

Login with userID root and your new root password. 

It will display a few more lines then wait for you to enter text based commands.  



 

FreeBSD 10.3 is now up and running (in multi-user mode) and you are logged in as user root. The “#” is 
the default shell command prompt when you have root privilege (the normal prompt is “$”). That means 
FreeBSD is waiting for you to enter a command.  
 
For details on FreeBSD commands, check online, or in any of various books on FreeBSD. They are pretty 
much standard UNIX commands, and are similar to Linux commands (some are very different). 

There is still a bit of administration to do the first time. 

 

  



Access via Putty 

 

You can now connect via putty (or continue using the console if you prefer). Login as admin: 

login as: admin 

Using keyboard-interactive authentication. 

Password for admin@freebsd10.sg.sixsscape.net: 

FreeBSD 10.3-STABLE (GENERIC) #0 r319484: Fri Jun  2 01:16:15 UTC 2017 

 

Welcome to FreeBSD! 

 

Release Notes, Errata: https://www.FreeBSD.org/releases/ 

Security Advisories:   https://www.FreeBSD.org/security/ 

FreeBSD Handbook:      https://www.FreeBSD.org/handbook/ 

FreeBSD FAQ:           https://www.FreeBSD.org/faq/ 

Questions List: https://lists.FreeBSD.org/mailman/listinfo/freebsd-questions/ 

FreeBSD Forums:        https://forums.FreeBSD.org/ 

 

Documents installed with the system are in the /usr/local/share/doc/freebsd/ 

directory, or can be installed later with:  pkg install en-freebsd-doc 

For other languages, replace "en" with a language code like de or fr. 

 

Show the version of FreeBSD installed:  freebsd-version ; uname -a 

Please include that output and any error messages when posting questions. 

Introduction to manual pages:  man man 

FreeBSD directory layout:      man hier 

 

Edit /etc/motd to change this login announcement. 

$ 

 



 

Install the FreeBSD Ports Tree 

This used to be installed from the Install DVD, along with the src files and games. 

To install this on your drive with FreeBSD 10.3, do the following (as root): 

# portsnap fetch 

Looking up portsnap.FreeBSD.org mirrors... 6 mirrors found. 

Fetching public key from ec2-ap-southeast-2.portsnap.freebsd.org... done. 

Fetching snapshot tag from ec2-ap-southeast-2.portsnap.freebsd.org... done. 

Fetching snapshot metadata... done. 

Fetching snapshot generated at Thu Jun 29 08:10:26 +08 2017: 

595e52cc9e1bdf7d7cec6a3102d21c3f09a9589da21ff3100% of   75 MB 2921 kBps 00m27s 

Extracting snapshot... done. 

Verifying snapshot integrity... done. 

Fetching snapshot tag from ec2-ap-southeast-2.portsnap.freebsd.org... done. 

Fetching snapshot metadata... done. 

Updating from Thu Jun 29 08:10:26 +08 2017 to Thu Jun 29 16:13:00 +08 2017. 

Fetching 5 metadata patches... done. 

Applying metadata patches... done. 

Fetching 0 metadata files... done. 

Fetching 12 patches. 

(12/12) 100.00%  done. 

done. 

Applying patches... 

done. 

Fetching 1 new ports or files... done. 

 

# portsnap extract 

... 

/usr/ports/x11/yelp/ 

/usr/ports/x11/zenity/ 

Building new INDEX files... done. 

 

# cd /usr/ports 

# ls 

.arcconfig      Tools           devel           mail            shells 

.gitattributes  UIDs            dns             math            sysutils 

.gitignore      UPDATING        editors         misc            textproc 

.portsnap.INDEX accessibility   emulators       multimedia      ukrainian 

CHANGES         arabic          finance         net             vietnamese 

CONTRIBUTING.md archivers       french          net-im          www 

COPYRIGHT       astro           ftp             net-mgmt        x11 

GIDs            audio           games           net-p2p         x11-clocks 

INDEX-10        base            german          news            x11-drivers 

INDEX-9         benchmarks      graphics        palm            x11-fm 

Keywords        biology         hebrew          polish          x11-fonts 

LEGAL           cad             hungarian       ports-mgmt      x11-servers 

MOVED           chinese         irc             portuguese      x11-themes 

Makefile        comms           japanese        print           x11-toolkits 

Mk              converters      java            russian         x11-wm 

README          databases       korean          science 

Templates       deskutils       lang            security 

 

# 

  



Install MicroEMACS 4.0 Editor 

If you are comfortable with the vi editor, you don’t need to do this step – vi is already installed and 

available. If you want MicroEMACS, you can install FreeBSD apps via the FreeBSD Ports, or by installing 

an already built version using pkg. 

Install uemacs using pkg 
 

You can also download and install the already built version using pkg. 

 

# pkg install uemacs 

Updating FreeBSD repository catalogue... 

Fetching meta.txz: 100%    944 B   0.9kB/s    00:01 

Fetching packagesite.txz: 100%    6 MiB 861.7kB/s    00:07 

Processing entries: 100% 

FreeBSD repository update completed. 26594 packages processed. 

All repositories are up to date. 

The following 1 package(s) will be affected (of 0 checked): 

 

New packages to be INSTALLED: 

        uemacs: 4.0 

 

Number of packages to be installed: 1 

 

116 KiB to be downloaded. 

 

Proceed with this action? [y/N]: y 

[1/1] Fetching uemacs-4.0.txz: 100%  116 KiB 118.8kB/s    00:01 

Checking integrity... done (0 conflicting) 

[1/1] Installing uemacs-4.0... 

Extracting uemacs-4.0: 100% 

 

#  



Build uemacs via FreeBSD Ports 

Go to the /usr/ports/editors/uemacs directory, download, build and install it (as root). To become root, 

issue the command su and enter the root password. The command prompt will change to “#”. Then 

issue the command “make install clean”. It will find the source code, download it (along with any 

dependencies) compile all the pieces, link them into the executable, and then install it. The steps 

required to do all of this are in the makefile in the build directory. This is typical of how you install 

FreeBSD applications using the ports system. There are about 18,000 applications available in the 

current ports system. 

# cd /usr/ports/editor/uemacs 

 

# make install clean 

... 

===>  Staging for uemacs-4.0 

===>   Generating temporary packing list 

(cd freebsd; make emacs) 

`emacs' is up to date. 

install  -s -m 555 freebsd/emacs 

/usr/ports/editors/uemacs/work/stage/usr/local/bin/uemacs 

mkdir -p /usr/ports/editors/uemacs/work/stage/usr/local/share/uemacs 

install  -m 0644 cmd/* /usr/ports/editors/uemacs/work/stage/usr/local/share/uemacs 

mv /usr/ports/editors/uemacs/work/stage/usr/local/share/uemacs/emacs.rc 

/usr/ports/editors/uemacs/work/stage/usr/local/share/uemacs/.emacsrc 

====> Compressing man pages (compress-man) 

===>  Installing for uemacs-4.0 

===>  Checking if uemacs already installed 

===>   Registering installation for uemacs-4.0 

Installing uemacs-4.0... 

===>  Cleaning for pkg-1.10.1 

===>  Cleaning for uemacs-4.0 

# 

 

 

In either case (pkg install or ports build): 
 

Optional: We now remove the file /usr/local/share/uemacs/.emacsrc to leave the entire page available 

for editing (the contents of this file are normally displayed at the top of the editor screen as help 

information).  

# cd /usr/local/share/uemacs  

# ls  

.emacsrc        cua.cmd         ehelp2.txt      lpage.cmd       opage.cmd 

bpage.cmd       dev.cmd         epage.cmd       mdi.cmd         ppage.cmd 

chklist.ms      ehelp.cmd       error.cmd       mewin.cmd       shell.cmd 

cpage.cmd       ehelp1.txt      filter.cmd      newpage.cmd     wpage.cmd 

# rm .emacsrc  

 

# uemacs /etc/rc.conf 

 

 

  



Install sudo 

Unfortunately, due to a “security incident” the pre-built packages are no longer provided on the install 

DVD. You can download and install any FreeBSD package via the network with the pkg command. 

Depending on your bandwidth this might take a while.  

# pkg install sudo  

 
Alternatively you could build this from the ports system:  

 

# cd /usr/ports/security/sudo  

# make install clean  

[Accept all defaults in option menus] 

 

Enable members of “wheel” group to use sudo  

As root, edit the file /usr/local/etc/sudoers 

# uemacs /usr/local/etc/sudoers 

 
Find the following line (which is commented out with the leading ‘#’) 

# %wheel ALL=(ALL) ALL  

 

Remove the leading “#” character at the start of the line. It should now look like this:  
 

%wheel ALL=(ALL) ALL  

 

Exit the editor and save the file.  
 
Now, admin (and any other member of group wheel) can issue a single command with root privilege 
(without having to elevate to root privilege with the su command, or knowledge of the root password) 
by preceding that command with “sudo”, and supplying his own password when challenged. You can’t 
see it in the example below, but admin entered his own password following the prompt. For example:  
 
$ sudo cat /etc/hosts  

We trust you have received the usual lecture from the local System  

Administrator. It usually boils down to these three things:  

#1) Respect the privacy of others.  

#2) Think before you type.  

#3) With great power comes great responsibility.  

Password: [enter your password for admin here, not the root password]  

::1 localhost localhost.v6lab.info  

127.0.0.1 localhost localhost.v6lab.info  

172.20.4.1 freebsd84.v6lab.info freebsd84  

172.20.4.1 freebsd84.v6lab.info.  

$  

 

For a short time after you enter your password, sudo will assume it’s still you and not ask for your 
password again. 
  



Some Housekeeping  

In the following, replace the string “em0” with the network interface name from your FreeBSD install 

(for example, if your network interface name is fxp1, then use “ifconfig_fxp1”). Clean up the original 

/etc/rc.conf to look something like this:  

# Configuration file for FreeBSD 10.3 

hostname="freebsd10.sg.sixsscape.net" 

 

# IPv4 Network Configuration 

ifconfig_em0="DHCP" 

 

# IPv6 Network Configuration 

ifconfig_em0_ipv6="inet6 accept_rtadv" 

 

# Enable desired services at boot time 

sshd_enable="YES" 

moused_enable="YES" 

ntpd_enable="YES" 

 

# Set dumpdev to "AUTO" to enable crash dumps, "NO" to disable 

dumpdev="AUTO" 

 

 

  



Assign Static IP Addresses 

You assign static addresses in FreeBSD by editing the file /etc/rc.conf. You first should ask your network 

admin for available static addresses, as well as the subnet mask (for IPv4) and default gateways. 

Let’s assume you get assigned the following network addresses: 

IPv4 assignment: 172.17.6.10, netmask 255.255.0.0, gateway = 172.17.0.1 

IPv6 assignment: 2001:470:ed3a:1000::6:10, prefixlen = 64, gateway = 2001:470:ed3a:1000::1 

Edit the file /etc/rc.conf to look like this: 

# Configuration file for FreeBSD 10.3 

hostname="freebsd10.sg.sixsscape.net" 

 

#IPv4 Network Configuration 

ifconfig_em0="172.17.6.10 netmask 255.255.0.0" 

defaultrouter="172.17.0.1" 

 

# IPv6 Network Configuration 

ifconfig_em0_ipv6="inet6 2001:470:ed3a:1000::6:10 prefixlen 64" 

ipv6_defaultrouter="2001:470:ed3a:1000::1" 

 

# Enable desired services at boot time 

sshd_enable="YES" 

moused_enable="YES" 

ntpd_enable="YES" 

 

# Set dumpdev to "AUTO" to enable crash dumps, "NO" to disable 

dumpdev="AUTO" 

 

It is acceptable to use the IPv6 global unicast address of the inside NIC of your default gateway node, 
but you should use its link local address (the one beginning with fe80::). Be sure to include the “zone id” 
after the address (this is a “%” character followed by the interface name).  
 

Reboot FreeBSD. 

# reboot 

 

Edit the file /etc/hosts  
 
Log back in as root 
 
Change the localhost lines to use your domain: 
 
::1  localhost localhost.demo.sixscape.net 

127.0.0.1 localhost localhost.demo.sixscape.net 

 
Add the following lines (replace my IP addresses, nodename and domain with yours):  
 
172.17.6.10 freebsd10.sg.sixscape.net. freebsd10 

172.17.6.10 freebsd10.sg.sixscape.net. 

2001:470:ed3a:1000::6:10 freebsd10.sg.sixscape.net. freebsd10 

2001:470:ed3a:1000::6:10 freebsd10.sg.sixscape.net. 



Let’s Explore 
 
Check your network configuration with ifconfig: 

$ ifconfig -a 

em0: flags=8843<UP,BROADCAST,RUNNING,SIMPLEX,MULTICAST> metric 0 mtu 1500 

        options=9b<RXCSUM,TXCSUM,VLAN_MTU,VLAN_HWTAGGING,VLAN_HWCSUM> 

        ether 08:00:27:75:e6:aa 

        hwaddr 08:00:27:75:e6:aa 

        inet 172.17.6.10 netmask 0xffff0000 broadcast 172.17.255.255 

        inet6 fe80::a00:27ff:fe75:e6aa%em0 prefixlen 64 scopeid 0x1 

        inet6 2001:470:ed3a:1000::6:10 prefixlen 64 

        nd6 options=21<PERFORMNUD,AUTO_LINKLOCAL> 

        media: Ethernet autoselect (1000baseT <full-duplex>) 

        status: active 

lo0: flags=8049<UP,LOOPBACK,RUNNING,MULTICAST> metric 0 mtu 16384 

        options=600003<RXCSUM,TXCSUM,RXCSUM_IPV6,TXCSUM_IPV6> 

        inet6 ::1 prefixlen 128 

        inet6 fe80::1%lo0 prefixlen 64 scopeid 0x2 

        inet 127.0.0.1 netmask 0xff000000 

        nd6 options=21<PERFORMNUD,AUTO_LINKLOCAL> 

 

 

In the above, em0 is the first (and only) Ethernet interface, with IPv4 address 172.17.6.10 and netmask 

of 0xffff0000 (255.255.0.0 in dotted decimal). Its MAC address is 08:00:27:75:e6:aa. It is connected to a 

network (status: active). The Link-Local IPv6 address is fe80::a00:27ff:fe75:e6aa (which it generated 

autonomously). Note that the Interface Identifier was created using EUI-64 (based on MAC address). It 

has a global unicast IPv6 address 2001:470:ed3a:1000::6:10 (manually assigned in /etc/rc.conf).  

Interface lo0 is the loopback interface, with IPv4 address 127.0.0.1 and subnet mask 0xff000000 
(255.0.0.0 in dotted decimal). This interface has IPv6 enabled, with two IPv6 addresses:  
 

::1 prefixlen 128 

fe80::1%lo0 prefixlen 64 scopeid 0x2 

 

The interface identifier (lo0) is included after the link local address (you need to include this when 

specifying link local addresses, for example: 

$ ping6 fe80::1%lo0 

 

  



To check the default gateways, use the command “netstat –nr”: 

$ netstat -nr 

Routing tables 

 

Internet: 

Destination        Gateway            Flags      Netif Expire 

default            172.17.0.1         UGS         em0 

127.0.0.1          link#2             UH          lo0 

172.17.0.0/16      link#1             U           em0 

172.17.6.10        link#1             UHS         lo0 

 

Internet6: 

Destination                       Gateway                       Flags      Netif 

Expire 

::/96                             ::1                           UGRS        lo0 

default                           2001:470:ed3a:1000::1         UGS         em0 

::1                               link#2                        UH          lo0 

::ffff:0.0.0.0/96                 ::1                           UGRS        lo0 

2001:470:ed3a:1000::/64           link#1                        U           em0 

2001:470:ed3a:1000::6:10          link#1                        UHS         lo0 

fe80::/10                         ::1                           UGRS        lo0 

fe80::%em0/64                     link#1                        U           em0 

fe80::a00:27ff:fe75:e6aa%em0      link#1                        UHS         lo0 

fe80::%lo0/64                     link#2                        U           lo0 

fe80::1%lo0                       link#2                        UHS         lo0 

ff01::%em0/32                     fe80::a00:27ff:fe75:e6aa%em0  U           em0 

ff01::%lo0/32                     ::1                           U           lo0 

ff02::/16                         ::1                           UGRS        lo0 

ff02::%em0/32                     fe80::a00:27ff:fe75:e6aa%em0  U           em0 

ff02::%lo0/32                     ::1                           U           lo0 

$ 

 

The IPv4 default gateway is 172.17.0.1. 

The IPv6 default gateway is 2001:470:ed3a:1000::1  

  



A few ping commands verify that IPv4 is operational (adjust addresses as needed to match your system 

and network). 

Ping the IPv4 loopback address: 

$ ping 127.0.0.1 

PING 127.0.0.1 (127.0.0.1): 56 data bytes 

64 bytes from 127.0.0.1: icmp_seq=0 ttl=64 time=0.162 ms 

64 bytes from 127.0.0.1: icmp_seq=1 ttl=64 time=0.039 ms 

64 bytes from 127.0.0.1: icmp_seq=2 ttl=64 time=0.040 ms 

^C 

--- 127.0.0.1 ping statistics --- 

3 packets transmitted, 3 packets received, 0.0% packet loss 

round-trip min/avg/max/stddev = 0.039/0.080/0.162/0.058 ms 

 

Ping your node’s IPv4 node address (use your own IPv4 node address) 

$ ping 172.17.6.10 

PING 172.17.6.10 (172.17.6.10): 56 data bytes 

64 bytes from 172.17.6.10: icmp_seq=0 ttl=64 time=0.033 ms 

64 bytes from 172.17.6.10: icmp_seq=1 ttl=64 time=0.042 ms 

64 bytes from 172.17.6.10: icmp_seq=2 ttl=64 time=0.035 ms 

^C 

--- 172.17.6.10 ping statistics --- 

3 packets transmitted, 3 packets received, 0.0% packet loss 

round-trip min/avg/max/stddev = 0.033/0.037/0.042/0.004 ms 

 

Ping your node’s IPv4 default gateway (use your own IPv4 default gateway) 

$ ping 172.17.0.1 

PING 172.17.0.1 (172.17.0.1): 56 data bytes 

64 bytes from 172.17.0.1: icmp_seq=0 ttl=64 time=0.930 ms 

64 bytes from 172.17.0.1: icmp_seq=1 ttl=64 time=0.625 ms 

64 bytes from 172.17.0.1: icmp_seq=2 ttl=64 time=0.633 ms 

^C 

--- 172.17.0.1 ping statistics --- 

3 packets transmitted, 3 packets received, 0.0% packet loss 

round-trip min/avg/max/stddev = 0.625/0.729/0.930/0.142 ms 

round-trip min/avg/max/stddev = 0.630/0.767/1.019/0.179 ms 

 

Ping a well-known public IPv4 address: 

$ ping 4.2.2.2 

PING 4.2.2.2 (4.2.2.2): 56 data bytes 

64 bytes from 4.2.2.2: icmp_seq=0 ttl=59 time=41.304 ms 

64 bytes from 4.2.2.2: icmp_seq=1 ttl=59 time=41.223 ms 

64 bytes from 4.2.2.2: icmp_seq=2 ttl=59 time=41.512 ms 

^C 

--- 4.2.2.2 ping statistics --- 

3 packets transmitted, 3 packets received, 0.0% packet loss 

round-trip min/avg/max/stddev = 41.223/41.346/41.512/0.122 ms 

 

  



Ping an IPv4 node using its DNS nodename (verify DNS is working) 

$ ping www.kame.net 

PING orange.kame.net (203.178.141.194): 56 data bytes 

64 bytes from 203.178.141.194: icmp_seq=0 ttl=46 time=86.970 ms 

64 bytes from 203.178.141.194: icmp_seq=1 ttl=46 time=86.788 ms 

64 bytes from 203.178.141.194: icmp_seq=2 ttl=46 time=89.120 ms 

^C 

--- orange.kame.net ping statistics --- 

3 packets transmitted, 3 packets received, 0.0% packet loss 

round-trip min/avg/max/stddev = 86.788/87.626/89.120/1.059 ms 

 

Ping your node’s IPv6 link-local address (use your own link local address): 

$ ping6 fe80::290:bff:fe25:b1e3%em0 

PING6(56=40+8+8 bytes) fe80::a00:27ff:fe75:e6aa%em0 --> fe80::290:bff:fe25:b1e3%em0 

16 bytes from fe80::290:bff:fe25:b1e3%em0, icmp_seq=0 hlim=64 time=1.272 ms 

16 bytes from fe80::290:bff:fe25:b1e3%em0, icmp_seq=1 hlim=64 time=0.911 ms 

16 bytes from fe80::290:bff:fe25:b1e3%em0, icmp_seq=2 hlim=64 time=0.886 ms 

^C 

--- fe80::290:bff:fe25:b1e3%em0 ping6 statistics --- 

3 packets transmitted, 3 packets received, 0.0% packet loss 

round-trip min/avg/max/std-dev = 0.886/1.023/1.272/0.176 ms 

 

Ping your node’s IPv6 default gateway (use your own default gateway) 

$ ping6 2001:470:ed3a:1000::1 

PING6(56=40+8+8 bytes) 2001:470:ed3a:1000::6:10 --> 2001:470:ed3a:1000::1 

16 bytes from 2001:470:ed3a:1000::1, icmp_seq=0 hlim=64 time=1.603 ms 

16 bytes from 2001:470:ed3a:1000::1, icmp_seq=1 hlim=64 time=0.579 ms 

16 bytes from 2001:470:ed3a:1000::1, icmp_seq=2 hlim=64 time=0.962 ms 

^C 

--- 2001:470:ed3a:1000::1 ping6 statistics --- 

3 packets transmitted, 3 packets received, 0.0% packet loss 

round-trip min/avg/max/std-dev = 0.579/1.048/1.603/0.422 ms 

 

  



Ping your node’s IPv6 global address (use your own global address) 

$ ping6 2001:470:ed3a:1000::6:10 

PING6(56=40+8+8 bytes) 2001:470:ed3a:1000::6:10 --> 2001:470:ed3a:1000::6:10 

16 bytes from 2001:470:ed3a:1000::6:10, icmp_seq=0 hlim=64 time=0.116 ms 

16 bytes from 2001:470:ed3a:1000::6:10, icmp_seq=1 hlim=64 time=0.273 ms 

16 bytes from 2001:470:ed3a:1000::6:10, icmp_seq=2 hlim=64 time=0.110 ms 

^C 

--- 2001:470:ed3a:1000::6:10 ping6 statistics --- 

3 packets transmitted, 3 packets received, 0.0% packet loss 

round-trip min/avg/max/std-dev = 0.110/0.166/0.273/0.075 ms 

 

Ping a well-known public IPv6 address: 

$ ping6 2001:470:20::2 

PING6(56=40+8+8 bytes) 2001:470:ed3a:1000::6:10 --> 2001:470:20::2 

16 bytes from 2001:470:20::2, icmp_seq=0 hlim=63 time=36.394 ms 

16 bytes from 2001:470:20::2, icmp_seq=1 hlim=63 time=35.841 ms 

16 bytes from 2001:470:20::2, icmp_seq=2 hlim=63 time=36.413 ms 

^C 

--- 2001:470:20::2 ping6 statistics --- 

3 packets transmitted, 3 packets received, 0.0% packet loss 

round-trip min/avg/max/std-dev = 35.841/36.216/36.413/0.265 ms 

 

Ping an IPv6 node using its DNS nodename: 

$ ping6 www.kame.net 

PING6(56=40+8+8 bytes) 2001:470:ed3a:1000::6:10 --> 

2001:200:dff:fff1:216:3eff:feb1:44d7 

16 bytes from 2001:200:dff:fff1:216:3eff:feb1:44d7, icmp_seq=0 hlim=53 time=120.997 ms 

16 bytes from 2001:200:dff:fff1:216:3eff:feb1:44d7, icmp_seq=1 hlim=53 time=120.544 ms 

16 bytes from 2001:200:dff:fff1:216:3eff:feb1:44d7, icmp_seq=2 hlim=53 time=120.216 ms 

^C 

--- orange.kame.net ping6 statistics --- 

3 packets transmitted, 3 packets received, 0.0% packet loss 

round-trip min/avg/max/std-dev = 120.216/120.586/120.997/0.320 ms 

 

 

Here are the initial contents of the /etc/resolv.conf file (dns configuration): 

$ cat /etc/resolv.conf 

# Generated by resolvconf 

search sg.sixscape.net 

nameserver 172.17.0.13 

nameserver 172.17.0.14 

nameserver 2001:470:ed3a:1000::13 

nameserver 2001:470:ed3a:1000::14 

 

 

  



Optional: Install the X Window System and the Gnome Look and Feel Layer  

Your copy of FreeBSD is now adequate for running all kinds of services, such as web, email, sshd, etc. If 

you plan to use it directly, and like a GUI interface, you can now install that. This does take a lot more 

memory and hard disk than the command line version we already have running, but if you want to run 

GUI applications on your node (e.g. Mozilla browser), you need to install Gnome (or one of the other 

available Look and Feel layers, such as KDE).  

Everything you need is in the FreeBSD package system. You could build the components using the ports 

system, but it would take quite a while. You will install Xorg (the X11 Window System) and Gnome3 (a 

popular Look and Feel layer for Xorg). We will install using from the Internet using pkg_add. Depending 

on your bandwidth, it could be faster to build from the ports.  

Step 1a – Install the Xorg and Gnome packages via pkg, via the Internet  

Note: this can take a long time, depending on your Internet speed 

To install Xorg using pkg_add via the Internet, use the following command:  

# pkg install xorg  

 

To install Gnome using pkg_add, via the Internet, use the following command:  

# pkg_install gnome3  

 

To use Xorg and Gnome in VirtualBox, install the VirtualBox OSE additions 
 

# pkg install virtualbox-ose-additions 

 

Step 1b – Install the Xorg and Gnome packages using the ports system  

To install Xorg using the ports system, use the following commands. This can take a VERY long time, 

depending on your Internet speed: 

# cd /usr/ports/x11/xorg  

# make –DBATCH install clean  

 

To install Gnome3 using the ports system, use the following commands:  
 
# cd /usr/ports/x11/gnome3  

# make –DBATCH install clean  

 

Step 2 – Arrange for Gnome to start automatically at boot time (add following into /etc/rc.conf) 
 

dbus_enable=”YES” 

hald_enable=”YES” 

gdm_enable=”YES” 

gnome_enable=”YES”  

 

If using VirtualBox, also add the following lines into /etc/rc.conf:  
 

vboxguest_enable=”YES” 

vboxservice_enable=”YES” 

 

  



Example working /etc/rc.conf, using VirtualBox: 

# Configuration file for FreeBSD 10.3 

hostname="freebsd10.sg.sixsscape.net" 

 

#IPv4 Network Configuration 

ifconfig_em0="172.17.6.10 netmask 255.255.0.0" 

defaultrouter="172.17.0.1" 

 

# IPv6 Network Configuration 

ifconfig_em0_ipv6="inet6 2001:470:ed3a:1000::6:10 prefixlen 64" 

ipv6_defaultrouter="2001:470:ed3a:1000::1" 

 

# Enable desired services at boot time 

dbus_enable="YES" 

hald_enable="YES" 

vboxguest_enable="YES" 

vboxservice_enable="YES" 

sshd_enable="YES" 

moused_enable="YES" 

gdm_enable="YES" 

gnome_enable="YES" 

ntpd_enable="YES" 

 

# Set dumpdev to "AUTO" to enable crash dumps, "NO" to disable 

dumpdev="AUTO" 

 

Reboot your system 
 
# reboot  

 
The Gnome GUI will come up automatically after the reboot. You will first see a login prompt in CLI 
mode. Don’t try to login in the text prompt – wait for the GUI login screen. 
Just wait for a few seconds, while X11 and Gnome load. The available users will be listed in the gdm User 

List.  

 

 



 

Use the arrow keys to select a user (e.g. System Administrator) then press Enter to login as them. 



 

 Enter the correct password for that user, followed by Enter (or click the Sign In button). Note that root 

does not appear in the list of available users. You can of course login as admin and use su to elevate to 

root privilege (or use sudo to issue one command at root privilege) in a terminal app. Note that one of 

the dependencies installed with Gnome2 is the Apache 2.2 web server.  



 

If you ever want to go back to a text-only (Command Line Interface) FreeBSD system, just comment out 

the gnone_enable line in file /etc/rc.conf (change it to #gnome_enable=”YES”), and reboot.  


